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Distributed Data

Centralized Learning Decentralized Learning
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Federated Learning - Challenges
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Reducing Communication Overhead



Federated Learning - Challenges
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Communication Overhead

Total Communication = [#Communication Rounds] x
[#Parameters] x [#Avg. Codeword length]

Communication Overhead (1 client): VGG16 on ImageNet
- Number of Iterations until Convergence: 900.000

- Number of Parameters: 138.000.000

- Bits per Parameters: 32

--> Total Communication = 496.8 Terabyte
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Federated Learning - Compression Methods

Total Communication = [#Communication Rounds] x
[#Parameters] x [#Avg. Codeword length]

Compression Methods

-  Communication Delay

- Lossy Compression: Unbiased
- Lossy Compression: Biased

- Efficient Encoding
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Communication Delay

Distributed SGD:

For t=1,..,[Communication Rounds]:

For i=1,..,[Participating Clients]:

Client does:

gi — Vol(6;,D?)

Server does:

1
9t+1 =0, — UM Zgi

Federated Averaging:
For t=1,..,[Communication Rounds]:
For i=1,..,[Participating Clients]:

Client does:

0; = SGDx (6, D;)

Server does:
1
Ory1 = Wi EZ Ab;
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Communication Delay

Advantages:
* Simple

* Reduces Communication
Frequency (advantageous in on-
device FL)

* Reduces both Upstream and
Downstream communication

* Easy to integrate with Privacy
mechanisms
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Statistical Heterogeneity

. (b) Local Epoch E =5
Convergence speed drastically 2

decreases with increasing
heterogeneity in the data

(OR-TYRNOR-PAROVELR VS 0.732 0.709 0.647 0.481

0.20 JOREERNRPARVALR v cE 0.715 0.674 0.629 0.359

0.10 JOREYNNREFRUNSER 0.738 0.705 0.642 0.584 0.293

0.05 JURERRNOR:IR 0.745 0.697 0.638 0.580 0.520 0.268

Reporting Fraction C

— This effect aggravates if the | . | | . . .
number of participating C|ients 100.00 10.00 1.00 0.50 3 0:20:::20.20%: 0DB5::4:0.00
(“reporting fraction”) is low

Dirichlet Parameter

Hsu, Tzu-Ming Harry, Hang Qi, and Matthew Brown. "Measuring the effects of non-
identical data distribution for federated visual classification."
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Communication Delay

Advantages: Disadvantages:
* Simple * Bad performance on non-iid
data
* Reduces Communication
Frequency (more practical in on- * Low sample efficiency
device FL)

* Reduces Upstream + Downstream
communication

* Easy to integrate with Privacy
mechanisms
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Federated Learning - Compression Methods

Total Communication = [#Communication Rounds] x
[#Parameters] x [#Avg. Codeword length]

Compression Methods

-  Communication Delay

- Lossy Compression: Unbiased
- Lossy Compression: Biased

- Efficient Encoding
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Update Compression

Distributed SGD: Distributed SGD with Compression:
For t=1,..,[Communication Rounds]: For t=1,..,[Communication Rounds]:
For i=1,..,[Participating Clients]: For i=1,..,[Participating Clients]:
Client does: Client does:
gi = Vol(6:, D) gi = Vol(6y, D)
g; < comp(g;)
Server does: Server does:
011 :915—77% Zi:gz' 0111 =9t—77% Z;Jz
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Update Compression

No Sparse Sparse Low
Compression Dither TernGrad Sign Top-K Random Rank
—5.86 0.00 6.48 -6 0 8 -13.6 0.0 136 -1 0 1 —5.86 0.00 6.118 —5I.86 0.00 5.|17 —1,845 0,000 3,809
= - . = —
n ) u
. .
| n | [ o
o o __: L= " u s o e w :
. * - . | N l. am - | | a K
n
. - . ] - ll ”
I—I_JI_ L

------ Unbiased ------  -=--=esemeeemeeeeeee- Biased -------mmmmmeeeeneeeee-
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Update Compression

Algorithm  Test accuracy Data/epoch  Time per batch

SGD 94.3% — 1023 MB 312 ms +0%
Atomo 92.6% + 113MB 948 ms  +204%
Signum 93.6% H 32MB 301 ms —3%
Rank 2 94.4% H 8§ MB 239 ms —23%

* Pros: “Straight forward” Convergence Analysis (Stochastic Gradients, increased
variance)

* Cons: Variance blow-up leads to poor empirical performance

 Fraunhofer Towards Communication-Efficient and Personalized Federated Learning N BIFOLD ”®§

Heinrich Hertz Institute



Biased Compression

Definition: A compression operator comp : R* - R? s called biased Iff,

E[comp(z)] # 2 Vz € R?

Biased compression methods do not
necessarily converge!

— Can be turned into convergent methods via
error accumulation.

Karimireddy, et al. "Error feedback fixes signsgd and other gradient compression schemes."
Stich, Cordonnier, Jaggi. "Sparsified SGD with memory."
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Error Accumulation Distributed SGD with

Distributed SGD: Error Accumulation:

For t=1,..,[Communication Rounds]: For t=1,..,[Communication Rounds]:

For i=1,..,[Participating Clients]: For i=1,..,[Participating Clients]:

Client does: Client does:
RZ' < RZ + V@l(@t, Df)
gi < comp(R;)

gi < Vol (0, DY)

Rz’ — Rz — 0
Server does: Server does:
1 1 ~
Or41 = 0 — UM E gi 01 =0 — Uﬁ E gi
¢ 1
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Federated Learning - Recap Compression

Unbiased Biased
TernGrad, QSGD, Atomo Gradient Dropping, Deep
Methods Gradient Compression,
signSGD, PowerSGD,
c Bounded Variance k-contraction Framework (Stich
orI\Dvr((e)rgfeSnce Assumption et al. 2018)
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Combination of Methods: Sparse Binary Compression

Total Communication = [#Communication Rounds] x
[#Parameters] x [#Avg. Codeword length]

—s— Client I —=— Client 2
—— Client 1 —— Average

delay
communication weight sparsify binarize encode |0101..
%100 - x1000 update AW ><100 - x1000 X3 x1.3 - x1.9|1110..
e T T 0001
(a) (b) (c) (e) 0110..
2 ||| ot
/ 2
I_. / _-.II h._ _al R i 0100..
Federated Averaging [19] Gradient Dropping [1] |accumulate error |
@

[Sattler et al. 2019]
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Combination of Methods: Sparse Binary Compression

Comm. AW; = SGD,(W,, D) = Wi = [1, =2, 4, 2, 1, —1T"

delay: ....................
= top (AW)) = [4, 2}/ = topye (—AW) = [2, 1]

Sparsify & _ _

binarize: ,u+ = mean(vt) =3 pu~ =mean(v') = 1.5

AwW* =10, 0, 3, 3, 0, O] — send 1 value, 2 positions

Golomb Encode distances between nonzero elements (geom. distr.)
encoding: | dist = [2, 0] bpos = b* + 1/(1 — p)*
Residual Ro=R_, +AW, — AW =[1, -2, 1, =1, 1, =17
accum.:
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Results

Compression Method —  Baseline DGC ! FedAvg2 SBC (1) SBC (2) SBC (3)

ResNet50 Accuracy 0.737  0.739 0.724 0735 0737 0.728
@ImageNet Compression  x1 x601  x1000 x2569 x3531 x37208

ResNet18 Accuracy 0946 09383 0.9279 0.9422 0.9435 0.9219
@CIFAR10 Compression x 1 X768 x 1000 x2369 %3491 x31664

= .y
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SBC Challenges

* Heterogeneous Data

— No communication delay E IR R
e ol .
| Gradient Dropping [1] a:curnu(l;;:e error
. . . . . sp;;rrse,c
« Bi-directional Communication
— Upstream and Downstream compression
Global Update: A~9(t+1) = sparse ( Z sparse;, (A()(tH) + ’R(t)) —|—R(t))
AV, (t+1)
. Par‘ual Parhmpahon
,Ae pr1 A0 A0 I\OT s
9 9‘\ e P Update Cache: P(7) = {Z N t)|s =1,.,7}
__________________________________________ par]

— Update Caching
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Accuracy

Non-IID Settings

o
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©
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non-lID

Clients: 10/10
Batch-Size: 20

o
o
1

[Sattler et al. 2020]
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Communication-Efficient Federated
Distillation



Federated Averaging vs. Federated Distillation

Federated Averaging

Server
e T T — g
4) ® ® ... " aggregate’ @
1.) 0 ¢9® o0 0 o9 |oO
o ® o|l|lo el]|e ‘\
) wl Wl N
= © InFA, clientsand !
Client 1 [Clientz] Clientn| : serverexchange
1, model parametsrs. ;
L) L
2)| @ train. @

FD requires access '5
! to unlabeled public :

data.

Federated Distillation

|

Server

) . ) " adiieaate

-

lCIientzl lCIientnI

/\ ;' In FD, clients may ~i
!train different model ;
architectures.

pub
™

' InFD, clients and :
i server exchange !

soft-labels.
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Reducing Communication Overhead in FD

biotar = | XP¥?| x dim(}) x 32 bit

(a) reducing the size of the distillation data set,
(b) reducing the entropy of the soft-labels, or
(c) improving the efficiency of the coding technique.
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Compressed Federated Distillation

p
Server

Distillation Dataset Size
Soft-Label Quantization

‘ ¢=Qp)=arg  min  g-plh
Qi€{2b_l,l€0,..,2b—1}
Ei q;i=1
Q1(p): = {(1) if ¢ = arg max(p)
else

\ Delta Coding

oy, = [0 I (P2 (7
Y e e ) ’ 0 else

Heinrich Hertz Institute
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Results

Model Target o Up/Down FA FD CFD-1-32 CFDa-1-32 CFD-1-1 CFDA-1-1
Accuracy

ResNet-18  0.71 100.0 up 760.35 (17) 44.80 (14)  0.56 (17) 040 (17) 136 (41)  0.82 (41)

down 760.35 (17) 44.80 (14) 54.40 (17) 5440 (17) 136 41) 0.39 (41)

0.68 1.0 up 1028.71 (23)  48.00 (15)  0.37 (13) 0.28 (13) 0.64 (22)  0.43 (22)

down 1028.71 (23) 48.00 (15) 41.60 (13) 41.60 (13) 0.72 (22) 0.34 (22)

0.45 0.1 up 1520.70 (34) 16.00 (5) 0.09 (7) 0.08 (7) 0.52 (41) 0.40 (41)

down 1520.70 (34)  16.00 (5)  22.40 (7) 2240 (7) 099 (41)  0.92 (41)

VGG-16 0.8 100.0 wup 671.16 (11)  32.00 (10) 0.40 (12) 0.29 (12) 0.76 (23) 0.47 (23)

down 671.16 (11)  32.00 (10) 38.40 (12) 3840 (12) 0.76 (23)  0.24 (23)

0.78 1.0 up 1281.30 (21) 28.80 (9) 0.38 (13) 0.28 (13) 0.56 (19) 0.37 (19)

down 1281.30 (21) 28.80 (9) 41.60 (13) 41.60 (13) 0.62 (19) 0.27 (19)

0.48 0.1 up 2928.69 (48) 25.60 (8) 0.11 (9) 0.09 9) 0.43 (34) 0.35 (34)

down 2928.69 (48) 25.60 (8) 28.80 (9) 28.80 (9) 0.77 (34) 0.75 (34)

AlexNet 0.68 100.0 up na. 89.60 (28) 0.94 (29) 0.74 (29) n.a. n.a.

down na. 89.60 (28) 92.80 (29) 92.80 (29) n.a. n.a.

0.64 1.0 up na. 38.40 (12) 0.61 (21) 0.49 (21) 0.76 (26) 0.62 (26)

down na. 3840 (12) 67.20 (21) 67.20 (21) 0.84 (26) 0.42 (26)

0.44 0.1 up n.a. 6.40 (2) 0.09 (6) 0.08 (6) 0.11 (7) 0.10 (7)

down n.a. 6.40 (2) 19.20 (6) 19.20 (6) 0.17 (7) 0.15 (7)

[Sattler et al. 2021]
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Personalization in FL



Federated Learning - Personalization

Federated Learning Environments are characterized by a
high degree of statistical heterogeneity of the client data

- |In many situations, learning one single central model is
suboptimal or even undesirable
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Federated Learning - Personalization

Client data:

pi(y|x) shared p;i(y|z) varies
-~ one model can be — no single model can fit
learned / the data of all clients
p;(x) shared p;(x) and/or p;(y) varies
- [ID data - non-lID data
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Federated Learning - Personalization

A single classifier can not correctly
separate the data all clients.

Solution: Use separate model
for each cluster

How to identify these clusters ?
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Diverging Preferences

Assume: 7i(0) € {g9(6),h(0)} — Only k=2 clusters, no intra-cluster variance

»

--------- local empirical risk
| D
Dl

Federated Learning Objective: F(0) := Z ri(0) = c19(0) + (1 — c1)h(0)
i=1

At every stationary solution of the FL objective it

holds:
0=VF(#")=c1Vg(0*) + (1 —c1)Vh(6")
Same preferences Divergent preferences
N\ 1— C1 o
0= vq(a*) — Vh(g*) Vg(9 ) = = = Vh(@ )

= ;= cos(Vr;(6%),Vr;(0%)) = (Vry(6%), Vr;(6))

— IVra(@)IHVr; ()l

_ { 1 I(i) = 1(j)
—1 I(i) # I(5)

= .y
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Cosine Similarity between Gradients

Cosine-
similarity

Communication
rounds

0o
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Separation Theorem

25 Correct
Cluslering

with P=

Selection criterion: €1,¢2 < arg min ( max a;;)
Clustering 00

0.03 0.08 019 0.49 124 313 791 20.00
gamma

—----------------------------------------------~

: Separation Theorem: ‘.
1 Let D;~ Then the proposed mechanism will :
: 1 correctly separate the clients if '
! @) =151 D Wh@)) D :
2 (z,y)€D; iz"f:}’fm 7 < blll(m) :
I

L RO = [ 1@ 0o (@) - , o
: 2 with o INoRiw(0) = Vori@)]
1 " |D; . IVoR)(6%)]| +
L F6)= Y ) :
1 e and k being the number of clusters. -
L and 6% s.t. VoF(6%) =0 !
A
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Clustered Federated Learning

Federated Learning
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Clustered Federated Learning

Byzantine  Noisy  Label-Flip Clean

Adversaries

FL 98%  969%  913% 975
A6 MNIST | cRL (ours)  93.19%  97.4%  97.4%  97.4%
S
erver

- Fashion- FL 9.6%  77.12%  60.6% 799

AD AD MNIST | CFL (ours) 78.0% 79.7 % 79.7 % 80.2

FL 100%  704% 40.1 76.0
A6 CIFAR | Bl (ours)  617%  74.6%  747%  75.3%

Byzantine Setting: A subset of clients behaves
Benign Clients unpredictably or tries to disturb the joint training
effort in an directed or undirected way

[Sattler et al. 2020]
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New MPEG Standard



MPEG NNC Standard

Standard on "Compression of Neural Networks for
Multimedia Content Description and Analysis"
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MPEG NNC Standard

ISO/IEC 15938-17 (MPEG-7 Part 17) — NNC (Compression of neural networks for
multimedia content description and analysis)

NNC is developed as a toolbox
- Inclusion in external neural network formats and frameworks, such as PyTorch,

TensorFlow, ONNX or NNEF
- Independent coding method of neural networks (compression of weights, biases,

etc. per parameter tensor plus inclusion of format-specific topology)

Compression efficiency of 95% without degrading classification quality, e.g. top-1.
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MPEG NNC Standard
_—I

L Uniform
; uantization
I Parameter reduction I Q Deep CABAC §
original *M - » Code.boo.k H Bit

Parameter Quantization Entropy Coding

Neural Quantization
Net

Sparsification

4 ’
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MPEG: Incremental Compression of NN
Call for Proposals on ICNN issued
Responses by April 2021

Aim: Technology for the compressed, interpretable and interoperable representation of
updates of trained neural networks

Target: Use cases on federated learning with solution categories on:
- Network updates after refining/adding more training data, e.g. in federated learning
- Network updates after transfer learning/adapting to specific data (with and without
network structure changes
- Network updates with higher precision/less compression
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Conclusion

Federated Learning is a powerful training schemes (e.g., privacy-
preserving, distributed data, ideal for communications applications).

Clustered Federated Learning allows to apply FL in realistic scenarios,
where clients have diverging preferences.

Many challenges still exist (complexity, robustness to adversaries etc.)
CFL provides robustness in Byzantine settings, where standard FL fails.

New MPEG standard for FL / NN update compression.
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